Helping keep your
school running

From morning registration to logging safeguarding concerns, your school doesn't
stop, even if your systems or connectivity do. Like any cloud-based supplier, we
regularly audit and test our platform resilience but in the event of system or internet
downtime, there are contingency options for the most common MIS tasks you'll need.

This practical guide supports schools, local authorities and MATs to maintain key
activities during any disruption. It should be used alongside your own emergency
plan, safeguarding procedures, data protection policies, local authority guidance and
DfE emergency planning guidance (or relevant Welsh or Northern Irish guidance).

Throughout this guide we refer to exporting and/or printing data. This may move
information outside the usual MIS controls like role-based access, auditability and
secure system access. Schools should limit exports to the minimum data necessary
for the relevant continuity process and handle any exported or printed information
in line with their own data protection policies, retention requirements, and relevant
government guidance.



https://www.gov.uk/government/publications/emergency-planning-and-response-for-education-childcare-and-childrens-social-care-settings/emergency-planning-and-response-for-education-childcare-and-childrens-social-care-settings

Planning for internet or power outages

We appreciate schools may have IT, business continuity or emergency plans in place.
This section is not intended to replace those plans or relevant government emergency
planning guidance, but provides some key points to consider where internet or

power outages could affect access to your MIS and other critical systems like visitor
management. If you do not have dedicated IT support, having plans in place for
internet or power outages can help reduce the impact on your MIS and other critical
systems. It's important that you test your contingency plans regularly to ensure your
teams understand how to respond when they need to.

Consider in advance who will be responsible for declaring and managing any
incidents, how you will inform team members, parents and carers and who should
update the school website or social media if appropriate.

If you lose power

We recommend that any critical equipment, like routers or firewalls, are connected
to uninterrupted power supply (UPS) devices, so they don't shut off instantly when
power fails. Ensure the battery time is sufficient to allow you to respond and manage
the situation.

You should also check with your internet provider whether your internet connection
will remain available during a local power outage. Many providers have battery
backups at the exchange to mitigate outages, but not all.

If possible, your IT team should designate a small number of devices (e.g. laptops or
tablets) and keep these fully charged for priority team members to use in the event
of an outage. Alternatively, if you have wireless devices, these can be paired with a
4G/5G mobile hotspot or designated mobile device to provide internet access if fixed
internet is not available.
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If your internet goes down

If possible, you should have primary and secondary internet connections so if your
main connection fails, you can switch to your backup connection.

Use different infrastructure types. For example, Fibre for your primary connection
and 5G for your backup so if your Fibre connection fails, you do not lose connectivity
completely. Ensure you are clear on which systems are critical and that your backup
can support these.

Have clear written instructions covering the process for switching connections and
confirm who is responsible for doing this. An automatic failover (where your router
automatically switches to the backup) is ideal but you may need/prefer a manual
failover, in which case be sure to document where the router/modem can be found,
how to activate the backup, login credentials if needed and how to check it is
working.

Whichever process you use, you should regularly test your process in the same way
you would with other emergency procedures.
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Take an attendance register

There are several options to take attendance registers in the event of an internet or
system outage. Whichever option you choose, it's important you do this regularly
to ensure you have up to date information in the event of an outage. You will know
the frequency most appropriate for your school. You can also schedule the report
to automatically run and save to your PC - you can find full information on how to
schedule reports on our Knowledge Base.

1.

Run the fire drill report for all classes for each day of the week and email it to
a specific email address. This will allow you to print registers for teachers to
complete. If attendance marked are stored on paper registers, the attendance
officer will need to manually update the marks when the outage has been
restored. They might find it quicker to mark all students as present for each
session of the outage, then individually update any marks that are not specifically
‘present’ in Manage Attendance. This is the guide on using Bulk Attendance
Update. If attendance marks can be stored electronically, for example in a
spreadsheet, you can use the manual data import from the students page to
import the data when the outage has been restored. You can find full details
on how to manually import data on our Knowledge Base. We recommend
familiarising yourself with this process if you have not used it before.

If you prefer, you can print blank registers to be used in the event of an outage.
We recommend you download the registers and save them locally each week

s0 you can print them out when needed. Just go to Reports > Attendance >
Attendance > Blank Registers to access them, make your selections in Report
Parameters and you're ready to download them. If you tick ‘Save previewed
report to my reports’, you'll only have to do this once and you can download them
from 'My Reports'.

If your school or MAT data and cyber security policy allows, staff can use their
personal devices to take the register using the Teacher App. Remember they will
need the appropriate security controls in place for example, screen lock turned
on, browser access only, logging out after use and no downloading or storing of
data locally. You can find more information on using the Teacher App in our
quick guide. Note that the Teacher App will not work if the whole system is down.


https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/
https://docs.bromcom.com/knowledge-base/how-to-use-bulk-attendance-update/
https://docs.bromcom.com/knowledge-base/how-to-use-bulk-attendance-update/
https://docs.bromcom.com/knowledge-base/how-to-do-a-manual-data-export-and-manual-data-import/#manual-data-import
https://docs.bromcom.com/knowledge-base/how-to-do-a-manual-data-export-and-manual-data-import/#manual-data-import
https://docs.bromcom.com/article-categories/new-teacher-app/

Manage safeguarding concerns

Create a paper form which mirrors the fields in the MIS and keep copies available for
all staff to use — make sure they know where to find the forms in the event a young
person discloses a safeguarding incident, or an incident is witnessed. Ensure that
these forms are stored securely and confidentially in line with your data protection
policies and relevant government guidance. Once the system is accessible again, the
information can then be entered into the MIS.

Find parent/carer contact details

Use 'Quick Reports’ to create your lists and store these locally.

The path to access Quick Reports depends on how long you've been a customer for.
You will either have Reports > Adhoc > Quick Report or Reports > Quick Report >
Quick Report then select Students. Use the dropdowns in the pop-up to select the
fields you want to add e.g. student preferred full name, phone number, email address
and click Add in the bottom right of the pop-up.

To make it easier to manage the list, we recommend you create a report for each year
group. You can do this by clicking on All Date Intervals & Filters at the top of the
screen. Select Filters at the top of the pop-up, choose Students and click Add Filter.
You can then use the filters in the left-hand menu to select the year group. You can
include any additional student information you may need in this report, for example
SEND and PP status and any allergen or medical information.

Once you've added all required Data Items and Filters, click Save in the top left. In
the pop-up that appears enter a Name and Description for the Report then select
which folder you would like to save it to in the Folder Name drop down. Once you're
happy, click Save. You can then download the reports and save them locally to

either print or access on computer. Any exported files should be stored securely,

with appropriate encryption and access restrictions in line with your own school/
MAT's own policies. This report can be scheduled to be sent to secure people within
the school at a frequency you decide. Make sure the file is managed in line with your
GDPR and school retention policies — you can find full information on how to schedule

reports on our Knowledge Base.



https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/

Find staff contact details

Use 'Quick Reports' to create your lists and store these locally.

The path to access Quick Reports depends on how long you've been a customer for.
You will either have Reports > Adhoc > Quick Report or Reports > Quick Report
> Quick Report then select Staff. Use the dropdowns in the ‘pop-up’ to select the
fields you want to add e.g. Preferred full name, phone number, email address and
click Add in the bottom right of the pop-up.

Once you've added all required Data Items and Filters, click Save in the top left. In
the pop-up that appears enter a Name and Description for the Report then select
which folder you would like to save it to in the Folder Name drop down. Once you're
happy, click Save. You can then download the reports and save them locally to either
print or access on computer. Any exported files should be stored securely, with
appropriate encryption and access restrictions in line with your own school/MAT's
own policies. This report can be scheduled to be sent to secure people within the
school at a frequency you decide. You need to ensure security around this file meets
relevant GDPR and local school retention policies. You can find full information on
how to schedule reports on our Knowledge Base.



https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/
https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/

Access timetables

Go to Reports > Curriculum > Timetable.

Change Timetable for to Year. Then select the Year from the Year Group list. More
than one Year can be selected using the Shift or Ctrl Keys.

Choose the Format by checking/unchecking the required boxes.

Select the Week Start and Week End for the Timetables and
decide Font Size and Sort By options.

Note: For 2-week Timetables it may be necessary to amend the Week Start date to
a Week 1 date as by default the Week(s) Start will display the current week.

When finished click on the Preview button, you can then Print or Download from
the Toolbar. This report can be scheduled to be sent to secure people within
the school, say on a daily basis for use as required. The school would need

to ensure security around this file relevant to GDPR and local school retention
policies.

Single Periods can be added or removed by ticking or unticking the appropriate
boxes.

All Days and Periods can be removed or included in the Timetables by clicking
the Row Name or Column Heading. To remove All or select All click on the
blank cell at the top left to toggle between them.

Display Dates: A second date format Day/Month/Year is available to select
alongside the existing Year/Term/Week.

This format is available in both the Preview and exported reports.
Day/Month/Year is the default format.




See allergens and medical information

As with parent/carer contact information, you can create a student report, export and
save this locally so you can access it in the event of an internet or platform outage.
We recommend setting this up to run weekly but you can decide the frequency which
fits your school's business continuity planning.

For full details on how to set up and export a customised student report, please refer
to ‘Find parent/carer contact details’ section above. Remember to include Medical
conditions/Dietary needs in your filters. Once you have set up your report, you can
either save locally on your PC or print out. Remember to encrypt these files and use
a device that does not rely on internet connectivity. You can also schedule the report
to automatically run and save to your PC — you can find full information on how to
schedule reports on our Knowledge Base.

See which children receive free school meals
and/or Pupil Premium

As with other types of student information, you can create a student report, export
and save this locally so you can access it in the event of an internet or platform
outage. We recommend setting this up to run weekly but you can decide the
frequency which fits your school's business continuity planning.

For full details on how to set up and export a customised student report, please

refer to ‘Find parent/carer contact details’ section above. Remember you will need

to select FSM and Pupil Premium to add this to your report, along with any other
relevant codes. Once you have set up your report, you can either save locally on your
PC or print out — remember to encrypt these files and use a device that does not rely
on internet connectivity. You can also schedule the report to automatically run and
save to your PC - you can find full information on how to schedule reports on our

Knowledge Base.



https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/
https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/

Bromcom &
See which children have LAC/CIN/CP status

As with other types of student information, you can create a student report, export
and save this locally so you can access it in the event of an internet or platform
outage. We recommend setting this up to run weekly but you can decide the
frequency which fits your school’s business continuity planning.

For full details on how to set up and export a customised student report, please refer
to ‘'Find parent/carer contact details’ section above. Remember you will need to select
In Care, PP Looked After, Known to Social Care and Currently in Social Care to
add this to your report, along with any other relevant codes. Once you have set up
your report, you can either save locally on your PC or print out — remember to encrypt
these files and use a device that does not rely on internet connectivity. You can

also schedule the report to automatically run and save to your PC - you can find full
information on how to schedule reports on our Knowledge Base.

See which children have SEND status

As with other types of student information, you can create a student report, export
and save this locally so you can access it in the event of an internet or platform
outage. We recommend setting this up to run weekly but you can decide the
frequency which fits your school’s business continuity planning.

For full details on how to set up and export a customised student report, please refer
to ‘Find parent/carer contact details’ section above. Remember you will need to select
SEN Status Code to add this to your report, along with any other relevant codes.
Once you have set up your report, you can either save locally on your PC or print

out — remember to encrypt these files and use a device that does not rely on internet
connectivity. You can also schedule the report to automatically run and save to your
PC - you can find full information on how to schedule reports on our Knowledge Base.
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Learn more at bromcom.com
hello@bromcom.com
0208290 7100



https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/
https://docs.bromcom.com/knowledge-base/how-to-schedule-a-report-via-email/

